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IHonutuka nHGopManHOHHOM 0€30IIACHOCTH

1. O6mme nonokeHust

1.1.

1.2.

1.3.

1.4.

1.5.

[TonuTtuka nHpopManMoHHOH Oe3omacHocTH (nanee — IlonauTrka) ompenenseT Heiau W 3agadu
cHCTeMbl oOecrieueHUus WH(POPMAIMOHHON O€30MaCHOCTH M YCTaHABIMBACT COBOKYITHOCTh
NPaBUJI, TPOLEAYpP, MPAKTHUYECKUX IMPUEMOB, TPEeOOBAaHUH W PYKOBOISIIUX TNPUHIMIIOB B
obmacti  WMHGPOPMAIMOHHON  OE30MacHOCTH, KOTOPHIMH  pPYKOBOJACTBYIOTCS  PaOOTHUKH
I'ocynapcTBEHHOTO OFOJDKETHOTO JOIIKOJIBLHOTO 00Pa30BaTEIbHOTO YUPEKICHHUS IETCKOTO caja
Neo 133 xomnencupyromero Buga Beidoprckoro paiiona Cankr-IletepOypra (nanee — I'BJIOY),
MIPH OCYIIECTBIICHUH CBOCH JIESITEIIBHOCTH.

OcHoBHo#t nenbto [lomutuku sBisercs 3ammta uHGopmanuu ['BAOY mpu ocymecTBieHUN
YCTaBHOM JEATEIBbHOCTH, KOTOpasl MPEAyCMAaTPUBAET NMPHUHATHE HEOOXOJUMBIX MEp B IENSIX
3amuThl MHGQOPMALMKA OT CIy4allHOTO WM MPEIHAMEPEHHOTO W3MEHEHUS, PAaCKpBITUS WU
VHUYTOXKCHHS, a TaKXKe B IeNIAX COONIOACHUS KOH(DHICHIIMAIBHOCTH, IEJIOCTHOCTH U
JOCTYMHOCTH HH(pOpManmu, odecrieueHus npoiecca aBTOMaTU3UPOBAHHON 00pabOTKH JaHHBIX
B YIIPABJICHHUH.

[TonuTuka paspadoTaHa B cooTBeTCTBHH C: DenepanbHbIM 3akoHOM OT 27 mrois 2006r. Ne 149-
@3 «O6 wuHbopmanuu, HHPOPMAIIMOHHBIX TEXHOJOTUSX W O 3alluTe HHPOPMAIIN,
@enepanbHbiM  3aKkoH OoT 27 wmionst 2006r. Ne 152-®3 «O mnepcoHaIbHBIX JaHHBIX»,
OenepanbubiM 3akoH 0T 10 sHBaps 2002r. Ne 1-D3 «OO6 31ekTpoHHOM U(PPOBOM MOAIHCH,
VYxazom IIpesunenra Poccuiickoit @enepanun or 6 mapra 1997r. Ne 176 «O06 yTBepkaeHUU
[lepeuns cBenenuii KoHpUACHIMAIBHOTO Xapakrepa», [loctanoBinenuem IlpaBurenscrBa PO
Ne781 or 17.11.07r. «O06 yTBepKIAeHUM IMOJIOKEHUd 00 olecneueHnn O€30MacHOCTU
MEPCOHANBHBIX JAaHHBIX MPU UX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax NEPCOHAIbHBIX
nanHbix», IloctanoBnenue IlpaButensctBa P No 687 ot 15.09.08r. «O0 yrBepkaeHUH
[Tonoxxenus 06 OCOOEHHOCTSAX OOPaOOTKM TMEPCOHANBHBIX JAaHHBIX, OCYIIECTBIAEMON 0e3
WCIIOIB30BaHUS CPEJICTB aBTOMATH3allMM» a TaKXKe PSJIOM HHBIX HOPMATHUBHBIX MPABOBBIX
aKToB B c(epe 3amuThl HHPOPMAITHH.

OTBeTCTBEHHOCTH 3a cOOII0IeHNEe NH(POPMAIMOHHON 0€30IaCHOCTU HECET Ka)KJbli COTPYIHHUK
I'B/IOY. Ha nuu, paboTaromux 1mno J0roBopam rpakaaHcKko- MPaBoOBOTO XapaKTepa, MOJ0KEHHS
HACTOSILEH MOJIUTUKU PACIPOCTPAHAIOTCS B CIIydae, €CIM 3TO 00yCIOBIEHO B TAKOM JIOTOBOPE.

B IonuTnke NCHIOIB3YIOTCS CAEAYIOIIUE TOHATHUSA:
Nudopmanuonnass  OesonmacHocts opranmsanmu (MbB) opranmsanmm:  cocrosiHue
3aIUIIEHHOCTH HHTEPECOB OPraHU3aIMH B YCIIOBUSAX YIpo3 B UHPOPMAILMOHHOM cdepe.
O0bexT 3amutbl uHGopManuu: HHQOpPMALUS WIM HOCUTENb HHGOPMAIMM, WIH
MH(OPMALIMOHHBIN TIpoLecC, KOTOPYIO(blil) HEOOXOIMMO 3aIIMILIATh B COOTBETCTBUH C ILIEIIBIO
3alIUThI HH(OPMALIHH.
3ammimaeMbiii npouecc (MHPOPMAIMOHHOW TEXHOJIOTHM): TPOLECC, HCHOJb3YEMbIH B
MH(POPMAIIMOHHON TEXHOJOTMM Il OOpabOTKM 3aluiiaeMoi uHpopMmanuu ¢ TpeOyeMbIM
YpOBHEM €€ 3alIUIIEHHOCTH.
Hapymenne wuHpopManuoHHOH  0e30MAaCHOCTHM  OPraHM3alMHU.  CilIydailHOe  WIH
MpeaHaMEPEHHOE HEMpaBOMEpHOE JeicTBHE (U3UYECKOTO Jnia (CyObeKkTa, OOBEeKTa) B
OTHOILICHUM aKTHBOB OpPraHU3aINH, CJIEICTBUEM KOTOPBIX SBJSIETCS HapylleHHe 0e30IMacHOCTH
nHpopManuu npu ee 00paboTke TEXHUUYECKHMMH CPEICTBAMU B MH(QOPMAIIMOHHBIX CHCTEMaX,
BBI3BIBAIOIIEEe HETaTUBHBIE MOCNeACTBUS (yiiepO/Bpen) 11sl OpraHu3alyu.
Ypesppruaiinasa cutyanus (UC): o6cTaHOBKa HAa ONpe/IelIEeHHON TEPPUTOPHH HIIM aKBaTOPHH,
CIIOKUBIIAACA B pe3yJbTaTe aBapuM, OMACHOTO MPUPOIAHOIO SBICHMSA, KaTacTpOdshl,
CTUXUHHOTO WJIM HMHOTO O€ACTBUS, KOTOphlE MOTYT IOBJ€Yb WM TOBJIEKIU 3a COO0OM
YeJIOBEYECKHE JKEPTBbI, YIIepO 370pOBbIO JIIOJEH MM OKpYKaloIIed NMPUPOIHON cpere,



3HAYUTENIbHbIE MAaTEpUAIbHbIE IOTEPHU U HAPYILIEHUE YCIOBUM KU3HEAECATEIbHOCTH JTIOACH.
NunuaentT uHGopManuoOHHOH 0e30MacHOCTH: JTI000e HEMPEABUACHHOE WU HEXellaTeIbHOE
COOBITHE, KOTOPOE MOXKET HapyIIUTh ACATEIbHOCTh WM HWH(GOPMAIMOHHYIO O€30MacHOCTb
(yrpaTta yciyr, o0OpyJOBaHUS WJIH YCTPOMCTB; CUCTEMHbIE COOM WM HEperpy3KH; OLIMOKH
I10JIb30BATENEH; HECOOMIOJEHUE TMOJUTUKM WM pekomeHzauud no Wb; Hapymenue
(Gu3MYeCKUX Mep 3aLUThl; HEKOHTPOJIHPYEMble H3MEHEHMs CHCTeM; COOM IPOrpaMMHOIO
o0ecreyeHrs: U OTKa3bl TEXHUYECKUX CPEJICTB; HApyLICHUE MPABUII JOCTYIIA).

1.6. B [ToauTuke UCIONB3YIOTCSA CIEIYIOMME 0003HAUYEHHS U COKPAILCHHS

APM ABTOMAaTH3UPOBaHHOE paboyee MECTO

AC ABTOMaTH3MpPOBAHHAs CUCTEMA

I'BAOY I'ocynapcTBeHHOE OFOIKETHOE JJOUIKOIBHOE 00pa30oBaTeIbHOE
YUpEeKIACHUE

b HNudopmanronnas 6€30macHOCTb

np Nudopmannonnslii pecype

ncC HNudopmannonHas cucrema

nuT WNudopmanmoHHbIe TEXHOIOTHH

HCJI HecankimonupoBaHHbIii 10CTYI

OK3 Opran kpunTorpagpuuecKon 3auThI

1o [IporpammHuoe obecrnieuenue

CK31 CpenctBo kpuntorpadhuieckon 3auThl HHPOpMAITUU

CYUb Cucrema ynpaBieHus HHPOPMAITHOHHON 6€30aCHOCTHIO

2. Ilesb ¥ 32724 MOJHTHKH HH(OPMAIHOHHO 0€30MACHOCTH
2.1. OcHoBHBIMU 11es1sIMH IoaUTUKHA UB sBisitoTes:

COXpaHEeHHEe KOH(UCHIIMAIbHOCTH KPUTHUHBIX HH(OPMAIIMOHHBIX PECYPCOB;

o0ecreyeHre HelpepbIBHOCTH 10CTyMa K MHPopMamoHHeIM pecypcam I'BJ/IOY;

3alIUTa LEIOCTHOCTH HMH(pOpMAalMU ¢ Lenblo moajepxkanus Bo3moxxkHoctu ['BJIOY mo
OKa3aHUIO YCIYT BBICOKOTO Ka4eCTBA U MPUHATHIO 3(PPEKTUBHBIX yIIPaBICHUECKUX PELICHMUI;
MOBBIIIEHUE OCBEJIOMIIEHHOCTH IIOJIb30BaTeNeil B  00JacTH PHUCKOB, CBSI3aHHBIX C
nHpopmannonHsiMu pecypcamu ['BJIOY;

OIpeJIeJIeHUE CTETIEHN OTBETCTBEHHOCTH U 00S3aHHOCTEH COTPYAHMKOB MO 0OECIEUEHUIO
MH(OPMALIMOHHON O€30MaCHOCTH.

MOBBILLIEHUE YPOBHS 3PPEKTUBHOCTH, HENTPEPHIBHOCTH, KOHTPOJIUPYEMOCTH MEP IO 3aILIUTE OT
peanbHbIX yrpo3 Ub;

MIpeIOTBPALLEHUE U/UITU CHUKEHHE yiiepOa oT nHiuuaeHToB 1b.

2.2. OcHOBHBIMHU 3a7auaMu onutuku b sBastores:

paspaboTtka TpedoBaHuii Mo odecnedeHuto Ub;

KOHTPOJIb BBITIOJHEHUS YCTAaHOBIIEHHBIX TpeOoBaHuil o obecneuennio Ub;

noBbIlIeHNE A((PEKTUBHOCTH, HENPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPONPUITHHA IO
obecrieyeHuto u nojepxxanuio 1b;

pa3paboTka HOPMATUBHBIX JTOKyMeHTOB misa obecrnieuenus Vb I'BJIOY; BwisiBieHHME, OleHKA,
IIPOrHO3UPOBAHUE U IIpefoTBpanieHne peanuszauuu yrpo3 b I'6/I0VY;

OpraHu3alysl aHTHUBUPYCHOM 3amuThl HH(pOpManMoHHBIX pecypcoB ['BJIOY; 3ammura
unpopmanun ['BJIOY ot HecankumonupoBanHoro npoctymna (manee- HCJl) u yreuku mo
TEXHUYECKUM KaHaJlaM CBS3H;

3. KonuenryaibHasi cxema obecrniedennsi HHGpOPMaHOHHOI 0€30I1aCHOCTH



3.1

3.2.

3.3.
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[Momutuka Ub I'B/IOY nHanpaBneHa Ha 3aluTy HH(MOPMAITMOHHBIX PECYPCOB (AKTUBOB) OT yrpo3,
HCXOJSIIUX OT MPOTUBONPABHBIX AEUCTBUHN 3T0YMBIIINIEHHUKOB, YMEHBIIIEHHE PUCKOB U
CHUKEHUE MOTEHI[MAIBHOTO Bpe/ia OT aBapuil, HEMPEeIHAMEPEHHBIX OIMOOYHBIX IEUCTBUI
corpyaaukoB ['BJIOY, Texandeckux cO0EB aBTOMAaTU3UPOBAHHBIX CUCTEM, HETPABHIIBHBIX
TEXHOJOTHYECKHUX ¥ OPraHU3alMOHHBIX PEIICHUH B MPOIIeccax MOMcKa, coopa XpaHeHus,
00paboTKH, MpeIOCTaBICHUS U pacipocTpaHeHus nHdopmaiuu u odecrieueHre 3¢ PEeKTUBHOTO U
OecrniepeOoitHOTO TpoIiecca eI TeTbHOCTH.

HaubonpmmMu BO3MOKHOCTSIMU /17151 HaHeceHus yiiepOa o01anaeT COOCTBEHHBIN NEpCcoHa
I'BAOY. Puck aBapuii u TEXHUYECKUX COOEB B aBTOMATU3UPOBAHHBIX CUCTEMAX OIPEICIISICTCS
COCTOSTHMEM aIllapaTHOro o0ecrneveHus, HaIe)KHOCThIO CUCTEM YHEPrOCHA0XKEHUS U
TEJICKOMMYHUKAIUH, KBATH(PUKAIIUEH COTPYAHUKOB UX CIIOCOOHOCTBIO K a/ICKBATHBIM U
HE3aMEeJINTEIbHBIM JICHCTBUSAM B HEIITATHON CUTYalluH

Crparerus obecrieuenus b I'BJIOY 3akitouaercs B HCIIOIB30BaHUH 3apaHee pa3paboTaHHbIX
Mep IMPOTUBOJEHCTBUS aTaKaM 3JI0YMBIIIVICHHUKOB, a TAKXKE MPOrPaMMHO-TEXHUYECKUX U
OpraHU3AlMOHHBIX PEUICHUH, TTO3BOJISIIOIIUX CBECTH K MUHUMYMY BO3MOXKHBIE TTOTEPH OT
TEXHUYECKHUX aBapuil U olMO0YHBIX IeicTBUi coTpyaHukoB I'BJIOY.

4. OcHOBHBIE IPUHIHUIILI O0ecTieyeHus HH(POPMANMOHHOI 0e30MACHOCTH

4.1,

OcHoBHbIMU NipuHIIUTIaMU oO0ecnieueHus 1b:
ITIOCTOSIHHBIM U BCECTOPOHHUM aHAJIN3 aBTOMATU3UPOBAHHBIX CUCTEM U TPYJIOBOIO IpoLEcca C
EJIBIO BBISIBIICHUS YS3BUMOCTH MH(pOpMarmonHbIx akTuBoB ' 510V
CBOEBpPEMEHHOE 0OHapyKeHHe MpobieM, MOTEHIIUAIBHO criocoOHbIX noBusITh Ha Ub 'BIOY,
KOPPEKTUPOBKA MOJENIEN YIpO3 U HapyIINUTEIS;
pa3paboTKa U BHEIPEHHE 3alIUTHBIX Mep;
KOHTPOJIb () (HEKTUBHOCTH MPHHUMAEMBIX 3aIIUTHBIX MED;
nepcoHuUKalus U pasJesieHue poyield 1 OTBETCTBEHHOCTH Mexay coTpyaHukamu ['BJIOY 3a
obecrieyenne Wb mKOMBI HMCXOOUT W3 TPUHIMIA TEPCOHATBHOM U €AMHOIUYHON
OTBETCTBEHHOCTH 3a COBEPILAEMbIE ONEPALIUH.

5.00beKTHI 3aIHTHI

5.1

5.2.

O6bexTamu 3auThl ¢ ToukH 3peHus Vb B ynpaBienun aBnsorcs:

UH(OPMALMOHHBIN Ipoliecc Npo(hecCHOHAIBHOM AeATENbHOCTH;

uHpopmannonssie aktuBsl [ BIOY.

3ammimaemast ”HGOpMAIIHS ASTUTCSA Ha CICTYIONTUE BUIBI:

uH(popMalus no GpuHaAHCOBO-3KOHOMUYecKol aesrenbHocT [ BIOY;

NEePCOHAIbHBIE TaHHBIE — JIt00ast HHGOPMAIUs, OTHOCSAIIASCS K ONPEAeIEHHOMY HIIN
ornpezensieMOMy Ha OCHOBaHMM Takoi MHPOpMaK (pu3ndeckoMy ULy (CyObeKTY
NEPCOHAIBHBIX JJAHHBIX ), B TOM UKCie €ro (aMuins, UMs, OTYECTBO, IO/, MECSI], JaTa U MECTO
POXKIEHUS, apec, CeMEHOe, COLMalbHOE, UMYIIECTBEHHOE MOJI0KEHHE, 00pa3oBaHUeE,
npodeccus, 10X01bl, Apyras HHGOpMaIHs;

npyras “HGopMaIus, He OTHOCSINASACST HA K OJHOMY M3 YKa3aHHBIX BBIIIE BUIOB, KOTOpast
otMeueHa rpudom «ls cimyxedHoro noaszoBanus» win «KoHpuaeHIMATBHOY.

6. Tpe6oBanus 1o HHPOPMANMOHHOI 5€30MACHOCTH

6.1.

B otHomennu Bcex coOcTBEHHBIX HH(popManMoHHbIX akTUBOB [ BJIOY, akTHBOB, HaxOAIIUXCS
nox koHTposeM ['BJ/IOY, a Takke aKTHUBOB, HCHNOJB3YEMBIX I MOJYYEHHMS JOCTyNa K
unopactpykrype I'B/IOY, nomxHna ObITH omnpeneneHa OTBETCTBEHHOCTh COOTBETCTBYIOIIETO
corpynanka ['BJIOY. Hudopmamus o cmeHe BIaAeNbIIeB aKTUBOB, HMX paclpeleicHUH,
M3MEHEHMSX B KOH(UTYpalluu U MCHojb3oBaHuu 3a npenenamu I'BJIOY nomkHa 10BOIUTHCS



6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

1o ceenenus 3asenyromiero I'bJIOY.

Bce pa6otsl B npeaenax ['BAOY momKHBI BBITIOJHITHCS B COOTBETCTBUU C O(PHUITMATHHBIMH
JOJKHOCTHBIMU OOSI3aHHOCTSIMU TOJIBKO Ha KOMITBIOTEPAX, Pa3pEIICHHBIX K MCIOIB30BAHUIO.

Bce nannbie (KOH(HIEHIMATIBHBIE WU CTPOro KOH(UACHIUAIBHBIC), COCTABISAIOMINE TalHY
I'BAOY u XpaHsAuMecss Ha JKECTKUX JUCKaX IOPTaTHBHBIX KOMIIBIOTEPOB, JIOJIKHBI OBITh
3amu@pOBaHBbI.

3aBenyIOUIMil JOKEH MEePUOJUYECKH TepecMaTpuBaTh MpaBa JOCTyNa CBOMX COTPYIHUKOB U
JIPYTUX TOJB30BaTeNIel K COOTBETCTBYIOIIMM UH(OPMAIIMOHHBIM pecypcam.

B nensx obecrnieyeHus] CAHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMALIMOHHOMY pecypcy, 00
BXOJ B CHUCTEMY JOJDKEH OCYIIECTBISITHCS C HCIOJIB30BAaHUEM YHUKAJIBHOIO HMMEHHU
I10JIb30BATENS U MapoJIsl.

[Tonmp30BaTeny AOJDKHBI PYKOBOJICTBOBATHCS PEKOMEHIAIMSMH MO 3aIMTE CBOETO Mapojs Ha
JTarne ero BbIOOpa M IMOCIEAYIOIIErO KCIOJIb30BaHUA. 3ampeliaercs coodIaTh CBOM mapoib
JPYTUM JIUIAM WM MPEIOCTABISATh CBOK YYETHYIO 3aIHCh JPYTUM, B TOM YHCIIE YICHAM CBOCH
CEMBbU U OJIM3KUM.

B mporiecce cBoeii paboThl COTPYAHUKH 00sI3aHBI TOCTOSTHHO MCIOIB30BATh PEXKUM "DKpaHHOH
3acTaBkM" ¢ MapoNbHOM 3amMTON. PekoMeHayeTcss ycTaHaBIMBaTh MaKCHMAalbHOE BpeMs
"mpocTost" KOMIbIOTEpa 10 MOSBICHUS SKPAHHOM 3aCTaBKU HE JOJbIIe 15 MUHYT.

HOCTYH K CCTH I/IHTepHeT o0ecreynBaeTcs TOJBKO B IMPOU3BOJACTBCHHBIX HCIIAX WU HEC MOXKCT
HCIIOJIH30BAThCS IS HE3aKOHHOM ACITSIbHOCTH.

Pexomennosanurie [IPABUJIA:

6.9.

corpyaaukam ['BJIOY pa3pemaercss MCnosib30BaTh CeTh VIHTEpPHET TOJNBKO B CIYXEOHBIX
LEsIX;

3ampemiaercss moceuieHue Jio0oro caiita B cetu MHTepHeT, KOTOpBI cuMTaeTcs
OCKOPOHUTENbHBIM JJIsi OOIIECTBEHHOI'O MHEHHS WM COAEPKUT MH(DOPMAIUIO CEKCYaIbHOTO
Xapakrepa, pomnarasjay pacoBoi HEHaBUCTH, KOMMEHTapuu o MOBOY
Pa3NUYMs/IPEeBOCXOCTBA MOJIOB, JUCKPEAUTHUPYIOIIME 3asBICHHUS WM HMHbIE MaTepHallbl C
OCKOpPOMTENTbHBIMU  BBICKa3bIBaHUSIMM IO TOBOJY YbEro-aubo BO3pacTa, CEKCyaJbHOU
OpPHUEHTAIH, PEIUTHO3HBIX WM MOJUTHYECKUX YOeXJIeHHH, HALIMOHATIBHOTO MPOUCXO0XKICHHS
HJIM HEJIEeCIIOCOOHOCTH;

pabora corpyauukoB I'BJIOY c¢ WHrepHeT-pecypcamu [OMYyCKAaeTCs TOJBKO PEXKUMOM
IpOCMOTpa MHGpOpPMalLUU, MCKIIIOYas BO3MOXKHOCTh nepenaun uHpopmauuu ['BJIOY B cerb
WNHtepHerT;

COTPY/IHUKaM, HMEIOIUM JIMYHbIE YYeTHbIE 3alMCH, NPEAOCTaBICHHbIE MYOIUYHBIMU
MpoBaliiepaMy, HE paspellaeTcss IOoJb30BaThCsi UMHU Ha O0OPYAOBAHMHU, NPUHAJJIECKAIIEM
I'BAOY;

corpynuuku ['BJIOY nepen oTkpeiTHEM WM pacnpocTpaHeHHEM (aiiyioB, MOIYUYEHHBIX Yepes
ceTb MIHTEepHET, NOKHBI IPOBEPUTH UX HA HAJIMYME BUPYCOB;

sanpenieH npoctyn B MurepHer uyepe3d cets ['BJIOY mins Bcex mnum, HE SBISIOIIMXCS
COTPYJHUKAaMHU LIKOJIbI, BKJIIOYAsl YWIEHOB CEMbH COTPYIHUKOB.

AJIMUHHCTPATOp HMMEET NPaBO KOHTPOJIMPOBATH COJEpPKAHWE BCEro IMOTOKa HWH(GOpMAIUH,
MIPOXOJIAIICH Yepe3 KaHall CBs3H K ceTu VIHTepHeT B 000MX HANPaBICHUSX.

6.10. CoTpyaHuMKH JOJUKHBI TIOCTOSIHHO ITOMHHTH O HEOOXOIMMOCTH OOecredYeHus: (U3MIEeCKOi

6e3omacHoCTH 000pyI0BaHUs, HA KOTOPOM XpaHutcs uHpopmanus ['BJIOY.

6.11. COpr,Z[HI/IKaM 3alpCUICHO CaMOCTOATCIBHO HU3MCHATH KOH(I)I/IpraLII/IIO afrapaTHoro u
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MIPOrpaMMHOTO oOecrieueHus. Bee n3menenust mpousBoaut aamunuctparop JIBC.

6.12. Bce kommbioTepHOE 00OpyHOBaHHE (CEpBEpPBI, CTAlMOHAPHBIE W  [OPTATHUBHBIC
KOMIIBIOTEPHI), Tepudepuitnoe o0opyaoBaHue (HarpuMep, MPUHTEPHI U CKaHEPHI), aKCECCyaphl
(MaHUTIYJIATOPBI THMA "MBIIIB", IIAPOBBIE MAHUITYJSITOPBI, AUCKOBOABLI st CD-auckoB),
KOMMYHHUKAIIMOHHOE o0opynoBaHue (Hampumep, (akc-MOAEMBI, CETEBbIE ajanTepbl U
KOHIEHTPATOPhI), Ul LeNeld HacTOSIIeH MOJUTHUKH BMECTE HMEHYIOTCS "KOMIBIOTEPHOE
obopynoBanue". KommbroTepHOe 000pyHOBaHUE, MPEAOCTABICHHOE IIKOJION, SIBISETCS €€
COOCTBEHHOCTBIO U MPEAHA3HAUCHO /711 UCTIOIb30BaHUS UCKIIOYUTEIHHO B IPOU3BOICTBEHHBIX
LETISIX.

6.13. Kaxmplii COTPYAHHK, MOJYYMBIIMA B [OJb30BAHHWEC MOPTATUBHBIN KOMIIBIOTEP, OO0s3aH
IIPUHATH HaJJIeXkKAaIlle MEPHI 110 OOECIIEUEHUIO €0 COXPAaHHOCTH.

6.14. Bce KOMIBIOTEPHI JAOJIKHBI 3alMINATHECS MAPOJIEM TPH 3arpy3Ke CHCTEMBI, aKTHBAIUHU 10
ropsidel KJIABUIIKM M TIOCJIE BbIXOJA M3 pekuma "DKpaHHOM 3actaBku". [l yCTaHOBKH
PEKUMOB 3aTUTHI MTOJIH30BATENb JIOJDKEH 00paTUThCA KaJIMUHHUCTpPATOpPYy. JlaHHBIE HE TOHKHBI
OBITh CKOMIIPOMETHUPOBAHBI B CIlyuyae XaJaTHOCTH WJIM HEOPEKHOCTH MPUBEIIICH K MOTEpe
obopynoBanus. I[lepen yrunm3anueil Bce KOMIIOHEHTHI OOOpPYIOBaHUS, B COCTaB KOTOPBIX
BXOJIAT HOCHUTEIHM JaHHBIX (BKJIIOYas >KECTKHE IHCKH), HEOOXOIWMO MPOBEPATh, YTOOBI
yOEIUTHCS B OTCYTCTBHHM HAa HUX KOH(DHICHIIMAIBHBIX NAaHHBIX U JUICH3UOHHBIX MPOIYKTOB.
JlomkHa BBIMONHATHCA Tporeaypa GopMaTupoBaHusi HOCUTeNelH nHGOpMaIUH, UCKITIOYAIOIIAs
BO3MO>KHOCTh BOCCTAHOBJICHUS JaHHBIX.

6.15. lpu s3amwcu  KakoW-mMOO WHGPOPMAIMKM Ha HOCUTENb I [epeladyd  CyObekTam,
y4acTBYIOIIMM B HMH(OPMAIMOHHOM OOMEHE, HEOOXO0AUMO YOeAMThCS B TOM, YTO HOCUTEIb
YHCT, TO €CTh HE COJEP>KUT HUKAKUX MHBIX JaHHBIX. [IpocTo nmepedopmarnpoBaHue HOCUTENS
HE JIaeT rapaHTHUU IOJHOI0 y/aJeHus 3alIMCAaHHONW HAa HEM MH(OpMaIuH.

6.16. Iloprel mepenaun JaHHBIX, B ToM 4ncie CD JUCKOBOIBI B CTAIMOHAPHBIX KOMITBIOTEPAX
corpyanukoB I'BJIOY Onokupyrorcs, 3a UCKIIOUEHHEM TeX CIy4aeB, KOIJa COTPYAHUKOM
MIOJIY4EHO pa3pellieHue Ha 3alKich OT aIMUHUCTPATOpPA.

6.17. Bce mporpaMmmHOe oOOecrieueHHe, YCTAHOBJIEHHOE Ha mpenocraBieHHoM ['BJIOY
KOMIIBIOTEpPHOM ~ 00OpynoBaHuu, sBiserca  coOctBeHHocThtio ['BJIOY  wu  momkHO
HCIIOJIB30BAThCS HCKITOYUTENBHO B IPOM3BOJICTBEHHBIX LIEIISX.

6.18. CorpymHukam 3ampemiaeTcs yCTaHaBIMBaTh Ha TPEJOCTABICHHOM B II0JIb30BaHHE
KOMITBIOTEPHOM 000pYJIOBaHUM HECTaHJApTHOE, HEJIMIIEH3MOHHOE MPOrpaMMHOE oOecriedeHne
WIH TIpOrpaMMHOE oOO0ecliedeHrne, He HMEIOIee OTHOIICHUS K WX IPOU3BOICTBEHHOU
nesTenbHOCTH. Eciiu B X0/1€ BBINMOIHEHHS] TEXHUYECKOT0 00CITyKUBaHUs Oy/1eT 0OHApy»KEeHO He
paspelieHHoe K yCTaHOBKE MPOTrpaMMHOE OOecrieueHne, OHO Oy/eT yJaleHO, a COOOIICHHUE O
HapyleHnH OyJeT HalpaBJIeHO HEeNoCpeACTBeHHO 3aBenyomemy ' 5/10Y.

6.19. Ha Bcex mOpTAaTWBHBIX KOMIBIOTEPAX JO/DKHBI OBITH  YCTAHOBJIEHBI TPOTPAMMEBI,
HeoOxouMBble 11 o0ecredeHns 3aluThl HH(OpMaluu:

"  [IEpPCOHAIbHBINA MEKCETEBOM IKpaH;
"  QHTHUBHUPYCHOE IIPOrpaMMHOE 00ECIIEUCHHE;
" [porpaMMHoOe obecriedeHne MUPPOBaHUs )KECTKUX JTUCKOB.

6.20. Corpyauuku I'BJIOY HE JTOJDKHBI:
"  GIOKHPOBATh AHTHBHUPYCHOE MPOrPAMMHOE 00eCIICUCHHE;
"  YCTAaHABIHMBATH JIPYrO€ aHTUBHPYCHOE MTPOTPAMMHOE 00eCIIeUeHHE;
"  M3MEHATHh HACTPOMKHM M KOH(UTYpAIMIO aHTHBHPYCHOTO MPOTPAMMHOIO 00ECIIEYEHHUS.

6.21. DaekTpoHHBIE COOOLIEHHS IOJDKHBI CTPOTO COOTBETCTBOBATH CTaHIApTaM B 00JIaCTH
Je70BOM 3THKH. MCIOMB30BaHUe DJIEKTPOHHOM MOYTHI B JIMYHBIX IEIAX HE JOIMYCKAETCS.
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CoTpynHHMKaM 3ampemiaeTcs HampaBsATh KoHuaeHImManbHylo uHpopmanuto ['BJIOY mo
AJICKTPOHHOU TouTe 0e3 HCmonbp30BaHMs cucteM mudpoBanus. CTporo KoHGUACHIMATHHAS
unpopmanus I'BJIOY, HE Hpu KakuX 0OCTOATENHbCTBAX, HE IMOMJICKHUT MEPECHUIKE TPETHUM
JIMLaM 110 3JIEKTPOHHOM Io4Te.

6.22. HcnonssoBanue corpyguaukamMd ['BJIOY mnyOaMUYHBIX IIOYTOBBLIX SIIMKOB DIIEKTPOHHOM

MOYTHl OCYILIECTBISAETCS TOJIBKO IIPU COIJIACOBAaHUM C OTBETCTBEHHBIM 3a o0OecledyeHue
6e30macHOCTH HH(POPMALIUU TIPU YCIIOBUH MPUMEHEHHS MEXaHU3MOB U (POBAHMSL.

6.23. Corpynuuku I'BJIOY mins oOMeHa JOKYMEHTaMH JOJDKHBI HMCIOJIB30BaTh TOJIBLKO CBOM

opUIHMANBHBINA afpec 3IEKTPOHHOM MOYTHI.

6.24. CooOuienus, nepecbulacMble IO DJIEKTPOHHOM MOYTE, MPEACTABIAIOT COOOW MOCTOSHHO

HCHOJ’IB3y€MBIfI HHCTPYMCHT JIA 3JICKTPOHHBIX KOMMYHHKaL[PIfI, HMCIOOIUX TOT KE€ CTATyC, 4TO
1 IIMCbMa H (baKCI/IMI/IJ'IBHBIC COO6H_[CHI/I$I. :‘)HGKTpOHHBIe COO6H_[CHI/I$I InoJJie)kar TakoOMy XK€
YTBEPXKACHUIO U XPAaHCHUIO, YTO U IIPOYUE CPEACTBA IMCbMCHHBIX KOMMYHHKaHHﬁ.

B umensx mnpeporBpamieHus oOmMOOK MpHU OTHpPAaBKE COOOIIEHUMH MOJIb30BATENM IEpel
OTIPABKON JOJDKHBI BHMMATENIBHO INPOBEPHUTH IMPaBHIBHOCTh HANMCAHUS UMEH M aJpecoB
nojyyarenei. B ciydae nmomydeHus: cooOLIEHMs IULIOM, BHUMAHHUIO KOTOPOro 3TO COOOIIEHUE
HE TMpeJHa3HAYaeTcs, TaKoe COOOIleHHEe HEOOXOAMMO IepernpaBUTh HENOCPEICTBEHHOMY
HOJTyYaTeNo.

6.25. He momyckaercst Ipu UCIIOIB30BAHMUS DJIEKTPOHHOMN ITOYTHL:

paccblUlka COOOLICHHMH JIMYHOTO XapakTepa, MCIOJb3YIOIIUX 3HAYMTEIbHBIE PECYPCHI
3JIEKTPOHHOM MOYTHI;

pacchlIKa peKJIaMHbIX MaTepHUasoB;

MOJANKCKA HAa PACCBUIKY, y4YacTHME€ B JUCKYCCHUSX U IOJOOHBIE YCIYrH, MCIIONb3YIOIINE
3HAYUTENbHbIE PECYPCHI AIEKTPOHHON MOYTHI B IMYHBIX LIEJSIX;

IIOUCK M 4YTE€HHE COOOIICHUH, HalpaBIEHHBIX OPYTUM JMLaM (HE3aBUCHUMO OT crocoda ux
XpaHeHus);

NepechlIKa JII0OBIX MaTepHajoB, Kak COOOIIECHHM, TaKk U MPUIIOKEHUH, collepKaHhe KOTOPBIX
SBJIAETCS  MPOTHBO3AKOHHBIM,  HENPUCTOWHBIM,  3JIOHAMEPEHHBIM,  OCKOPOUTEIbHBIM,
YTPOXKAIOLINM, KJIEBETHUYECKUM, 3JI00HBIM WM CHOCOOCTBYET MOBEJEHHIO, KOTOPOE MOXKET
paccMaTpuBaThCsl KaK YroJOBHOE INMPECTYIUIEHHE WIM aJMMHHUCTPATHBHBIA MPOCTYNOK JIHOO
IPUBOAUT K BO3HHUKHOBEHMIO T'Pa)KIaHCKO-TIPABOBOW OTBETCTBEHHOCTH, OECIOPSIKOB WIIH
MIPOTUBOPEYUT CTaHJApTaM B 00J1aCTH ITHKHU.

6.26. Bce mnosnb3oBaTenyd JOMKHBI OBITH OCBEIOMJIEHBI O CBOEH OOS3aHHOCTHM COOOIIATH 00

M3BECTHBIX WM MOJI03PEBAEMbIX UMM HapYIICHUSIX MHPOPMAIIMOHHON 0€30IacHOCTH, a TaKXke
JOOJIDKHBI 6I)ITB HpOI/IH(bOpMI/IpOBaHBI O TOM, 4YTO HH HpI/I KaKHux O6CTO$IT€J'II)CTB3X OHU HEC
JIOJDKHBI  TIBITATBCS  KMCTIOJIb30BaTh CTABIIME WM HM3BECTHBIMHU CIIA0BIE CTOPOHBI CHCTEMBI
0€301IaCHOCTH.

6.27. B cayuae Kpaxd TEPEHOCHOTO KOMIIBIOTEPA CIIEMYeT HE3aME[TUTEIbHO COOOIIHUTH

3aBenytomemy ['GJIOY.

6.28. Ecmu mMeercs MoJ03peHNE WK BBIABICHO HAMYHE BUPYCOB WM WHBIX Pa3pyIIATEIbHBIX

KOMIIBIOTEPHBIX KOJIOB, TO Cpa3y IMocie uxX oOHapy>KEHHsI COTPYAHUK 00s53aH HE UCIOJIb30BATh
Y HE BKJIKOYATh 3apaKEHHBIM KOMIIBIOTEP, HE MOJICOEANHATE 3TOT KOMIIBIOTEP K KOMIIBIOTEPHOU
CeTH WLIKOJBI O T€X TOp, MMOKa Ha HeM He OyJeT MPOM3BEAEHO yAaJeHHe OOHapyKeHHOTO
BHpYyCa U MOJHOE aHTUBUPYCHOE CKAHUPOBAHKE AIMUHUCTPATOPOM.

Corpynuukam ['6/10Y 3AIIPEIIIAETCA:

Hapymatb nHpopMalmonnyto 6e3omnacHocts [ BJIOY;
CKaHHPOBATh MOPTHI WIIM CHCTEMY 0€30I1aCHOCTH;
KOHTPOJIMPOBATH Pa0OTY CETH C MEPEXBATOM JIAaHHBIX;
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" [OJIy4aTh JOCTYN K KOMITLIOTEPY WM YYETHON 3aluCh B OOXOJ CHUCTEMBI UICHTHU(PUKAIIUU
T0JIb30BAaTENs UK 0€30MacCHOCTH;

" mepenaBaTh MHPOPMAIMIO O COTPYIHUKAX WU crucku corpyaHukoB ['BJIOY mocropoHHUM
JMLaM;

" co3daBaTh, OOHOBIATH WJIM PACHPOCTPAHATH KOMIIBIOTEPHBIE BHPYCHI U Ipouee
pa3pyuIMTeNbHOE POrpaMMHOE OOeCTIeueHUE.

629 OTBETCTBEHHOCTh 3a COXPAHHOCTb JAHHBIX Ha CTAOUMOHAPHBIX W  HNOPTATHBHBIX
MEPCOHANIBHBIX KOMIIBIOTCPAX JIC)KUT HA MMOJIB30BATCIIAX.

6.30. HeoOxomumo peryssipHoO AejaTh PE3EPBHBIE KOIMU BCEX OCHOBHBIX CIIYXKEOHBIX JaHHBIX U
IPOrPaMMHOTO 00ECTIEUECHHS.

7. YupasJjenue nHPOPMAIMOHHO §€30NACHOCTHIO

7.1. Yupasnenue b I'BJIOY Bxirouaer B cebst:
= Pa3paboTky u nojaepkaHue B akTyalibHOM cocTostHuu [lonutuku nnopmManrnoHHoMi
0€30I1acHOCTH;
= Pa3paboTky U nojaepkaHue B aKTyalIbHOM COCTOSIHUM HOPMaTHBHO- METOAMYECKUX
JTOKYMEHTOB 110 obecnieuenuto Ub;
= obecrneuenue 6ecriepedoitHoro pyHKIHOHUPOBaHUS KoMILiekca cpenacts Ub;
"  OLEHKY PHCKOB, CBSI3aHHBIX C HapyueHusamu Ub.

8. Peann3anusi noIMTHKH HHGOPMALMOHHOIT 0€30I1aCHOCTH

8.1. Peaymmsauusa Ilomutuxku Wb T'BJAOY OCYLLECTBIIIETC HAa OCHOBAaHUM JTOKYMEHTOB,
PETIIAMEHTHPYIOIIUX OTACIbHBIC MPOIIEIYPhI M TIPOIECCH MPOPECCHOHATBHON IEATEIIEHOCTH B
YIIPaBIICHUMU.

0. Nopsimok BHeceHWs] W3MEHEHHMIi W JONOJHEHWIT B MOJATHKY HWH(POPMAMOHHOI
0e3omacHoCTH

9.1. Baecenwne uzmeneHuii u gononternii B [Toautuky nH(GOpMAIHOHHON 6€30MaCHOCTH
IIPOU3BOJUTCS HE PEKE OJHOTO pa3a B TPU I'oJla € LENbIO IPUBEACHUS B COOTBETCTBHE
onpenencHHbIX [IOTUTUKON 3aIUUTHBIX MEpP peaabHbIM KU3HEHHBIM  YCJIIOBHUSM u
TEKYILUM TPeOOBaHUAM K 3aIIUTE UH(DOPMAIIHH.

10. Kontpousb 3a cod.1101eHreM 0JUTHKA MHPOPMAIIHOHHON §e30MacHoCTH

10.1. Tekymwmii KOHTPOJb 3a  COOJIOJCHHEM  BBINOJHEHHs  TpeGoBaHuii  [loauTHKM
nHopmanmonnoit 0Oe3omacHoctu ['BJIOY Bo3naraercs Ha COTpyOHWKA, Ha3HAYEHHOTO
npukasoM 3asenyromiero ['6JI0Y.

10.2. 3asepyrommii 'BJIOY Ha peryispHOil OCHOBE pacCMaTPUBAET PEATU3AIMIO U COOJIIOICHIE
OTHeNbHBIX ToNokeHuH [lonmuTrkn mHbOpPMAIIMOHHONW 0€30MacHOCTH, a TaK)Ke OCYIIECTBIISIET
MOCTIEAYIONUN KOHTPOIIb 332 COOMI0ZICHHEM €€ TPeOOBaHMIA.



